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How to M anage RISK  examines the subjects of risk analysis, risk reduicn, and risk

management as a comprehensive subject across an enterpriséeTprinciples apply equally to all
sizes and types of enterprise. Most organizations still dealith aspects of risk piecemeal, with very
few enterprises charging one individual with the ultimae responsibility for managing risk across
the enterprise, resulting in unmoderated risk and/or unnecessary ancbstly duplication of effort.
The author wrote the first book to describe holistic rik management, “Managing Risk”, pub-
lished by Avebury in 1995. This work has been much quoted subsequent work by other authors,

used as a text book in University courses and as a corporatergioy volume. How To Manage

Risk is an updated and expanded review and explanation of holistiéssk management, based on
the original pioneering book.

Risk management is an enabling process that provides accéssnformation, assets and proc-
esses to ensure that objectives can be achieved at an acceptable risits Tontrasts with Risk avoid-
ance or security which is a process of denial and constrairftequently preventing necessary access
yet failing to adequately counter all potential risks, usually ceating a false sense of security. Effec-
tive risk management provides the most economic method of ackiieg objectives without facing
unacceptable risk.
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Human nature is optimistic, We prefer to thitlat risk
only affects other people. It can be difficult tecile the prob
ability and impact of any particular risk, encourap the
strong temptation not to invest precious fundsaortermea
sures that we hope will never be needed. When waldorisk
seriously, it is often just after we have suffefiedn fire, theft,
or accident, and by then it may be too late to act.

Historically, enterprises have attempted tdrads areas (
risk in isolation. Today, even the smallest enfiegs automat
processes, making it impossible to reliably divafeerations Tan M. Johostone-Bryden
Quality management relates to health and safetyesssfire
protection can conflict with crime protection, eyeactivity
involves personnel, and we increasingly rely on glexcom-
puter networks. Effective risk management must splérof
these areas.

How to Manage Risk shows how risks can be identified and reduced @wically and effectively, before
serious damage occurs.

How to Manage Risk is available in several forms. The complete bochvigilable electronically by email,
secure ftp, ISDN, and, on CD, delivered by posis lalso available in printed paper form and hasnbgub-
lished as set of Part Work volumes, each volumegdoaichapter in the complete works.

How to Manage Risk is presented in the context handbook form. In plafca traditional index, there is a
detailed table of contents where each sub-headidgeases an area of risk and each chapter add@ssesd
the primary compartments of risk management inraarprise. For those readers working on a compthier,
PDF format used for the electronic versions of thosk includes the ability to search in a way thats the
reader — a considerable advance on using a printkki

Working Successfully
with Risk

Chapter One defines risk and security, providing exaples of how the use of terms affects
the process of controlling risk. Terms in common us are explained and related to each other within
framework of risk.

Chapter Two examines the use of enterprise and rigolicies in successful risk management.
Methodologies are examined, establishing the needrfdynamic policies to test threats and solutions.

Chapter Three examines the process of risk analysis, nesasy to the production of enterprise
and risk policies. The methods of evaluating riskare discussed and compared with common enterprise
practice.

Chapter Five examines risks that affect enterprissites and describes methods of reducing
and managing risk within the area of a site.

Chapter Four examines the part that people and legislan play in the expansion and reduc-
tion of risk. It shows how people contribute to thegeneration of risk, why their needs and behaviour
must be considered, and how this may be achieved.

Chapter Five examines the risks that affect an enferise site up to but not including any
buildings that may occupy the site. In some enterjges site boundary controls may be adequate and
building security may not be a requirement.



Chapter Six continues the examination of a sitepusidering the special and different re-
quirements of buildings within a site. Risk reducton methods are described, in relation to area sitgro-
tection.

Chapter Seven reviews the challenges presented by fati#is shared with other enterprises and
with the general public. Examples are provided oftie different technology and approaches and the need
to balance protection with the operational requirengents of enterprises.

Chapter Eight follows the examination of risk managemenrt fixed installations, by reviewing
the different needs of mobile facilities. It examies the reasons for mobility and the new technologie
which are changing the patterns of mobility and resltant risks.

Chapter Nine examines the way in which the use of infoation is introducing social and eco-
nomic change with major changes to risks. It idenfies why information systems are making enterprise
wide risk management not only desirable, but esseat, through their bridging of traditional division s in
the work place.

Chapter Ten examines the ways in which informatiomisks may be successfully managed.
The dramatic growth of computer-based systems andhiernational networks is examined in its relation-

ship with risk development. The national and interrational security criteria are examined against the
background of the commercial development of computeand communications equipment.

Chapter Eleven discusses some of the changes that haweadly been introduced by the Infor-
mation Revolution, some which are about to be intrduced, and how these will affect risk management.
In particular, the social and economic possibilitis are explored. It concludes that there will be remu-
tionary change, that a number of possible courseg@ open, and that this change will have a strong im
pact on the way in which risk develops and may be amaged.

Author’s Note

When | began writindg/lanaging Risk in 1992, the world was very different from the vebtén years later, and
yet so much has not changed at all. Many of tHes tlsat face us today have faced the human racmiftem-
nia. Many of the risks we see as modern risks eatlyronly minor variations on very old risks. Peption of
risk changes greatly from one period to anotherstvid the trends established in 1992 have continoete-
velop in a reasonably predictable manner.

A key perspective isiformation. The development of electronic information systdras introduced great
benefit and additional risk. One area of expand&dis created because modern systems collectheggifor-
mation elements of the enterprise that are noviddally sensitive but can be very sensitive whasytcome
together in one medium. Another area of risk is tha very rapid growth of information systems hemated a
new group of practitioners who do not always inagrwell with other long established elements déen
prises, particularly in managing risks.

Perhaps the greatest challenge of electrafiicration systems is that they now open windows @very
part of most corporations, side stepping risk adrgystems that have previously been effectiveeepkng un-
authorised people out of the enterprise. Todayetlsea growing pre-occupation witimformation security but,
sadly, much of this effort is not producing safgiormation systems, rather it is producing yet nmouesauc-
racy without adequately addressing risk. The patlefforts of some facile governments is contribgta raft
of legislation that does nothing to reduce risk tnuich to increase it, particularly in terms of tiberty. A
classic example is the extraordinary British legfisin that requires Internet Service Providersetmord their
clients’ mail and keep it on file for seven yeamsbe handed over to the British Government, oagsnts, on
demand. If a government passed legislation to requostal services to open all mail passing throtingtr
sorting offices, copy the contents, keep thoseefor seven years, and hand over any copy whemever
guested, there would be, rightly, a massive putlicry.

It continues as a paradox that the engindé@fBritish Victorian Industrial Revolution, the lited liability
corporation, continues to be the model that mottrprises are based on, even though the commeiruais-
trial and governmental realities in 2001 are vdffecent from those of 1801 when the model stattefbrm,
becoming commonplace by the 1860s.



The last decade has been most interestingainseveral of the technology concepts that | ohetlin the
original book were not available as commercial piatg and several were no more than theoreticalegmiac
Ten years on, much of this technology has beenldeed into standard products. In particular, videcording
of CCTV cameras is routinely done using digitalray® in computer servers, wireless connectionastmal
for many risk management systems, and the comgsir@utinely employed to link many different defeat
and communications devices together in an intedratel intelligent control system.

Against this rapid development of technologyi@ns, the computer base continues to be veryitaise for
effective risk management unless large risks ace@ed. When computers were first used, they ware e
ployed in situations where physical security cdoédeasily applied. When they increased in popularivas
mainly in accounting, scientific and engineeringlagations where computer downtime was not an idsee
cause the computer was so much faster than mara@dgses, even allowing for breakdowns. As the cenp
has become ubiquitous, the pressure has beenuoad@d cost and increase its functionality to gigsiarketing
personnel to create new and bigger markets. Unfatély, that has meant that many early errorstéléoter-
ated and many new errors have been introducedcireglthe risk management potential of the systems.

Another disappointment through the last dedadbat risk is frequently introduced by commutimma and
the limits of natural language. This results fromednsistent use of words and terms, misunderstgnaolfin
words used, and offence caused by use of partiidads and terms. The wider the audience, the gre¢ae
potential for risk.

In 1992 that was understandable because r&slagement was a new concept outside the insuraace m
kets. During the last ten years, it has becomesasingly popular to talk about risk management fauttoo
often, when people talk aboitisk management they have just replaced the waaturity and not the meaning.

The amazing speed with which electronic comigations functionality has developed during the thesc-
ade has introduced another set of risks. The volafmiaformation is swamping enterprises and leadimg
emails not being read properly, or at all, and asra& misunderstood and inaccurate informatiororimétion
integrity is now a growing issue. An author therefbas to attempt to write with integrity and diari hope |
have achieved that in this book.

In writing a book, which covers the full rangkrisk management, a number of niches are coyesteth as
crime prevention, health and safety, and qualitytr@d. Each niche has generated its own jargonaaedof the
worst areas is in Information Technology. To furtbemplicate matters, a term used freely in onbeiarea
may also be used with equal freedom in anotherenicht to mean something very different. As fapassible,
jargon terms have been avoided throughout this Where it has been necessary to use a partiquéaiadised
word, its meaning has been described at leasediri point of use.

One particular area of risk today is the usgvards that imply gender. The structure of the ligiglan-
guage gives a writer limited choice in this mattard maximum potential to offend some readers. Wiiter
either has to select one gender, or to producenfusiong and unnecessarily long document where epeiyt
contains an explanation of equality. This book ukesmale pronoun in the interests of economy,rawdstan-
dardised on the male gender throughout the teky,inrthe interests of continuity. The writer hast intended
to favour one gender above the other, and asksetider to treat all uses of gender as full equalithout
preference.
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3.4 Terrorism

A similar situation may result from urban teism. The objectives of the terrorist are to wublicity and
frighten the population into acceding to some usoeable demands, which cannot be achieved throagh d
mocratic debate and agreement.

To achieve these objectives, the terroristcitt targets that are least able to defend thepsehhere is no
complete defence against threats of this type secthe small numbers of terrorists have a widecehof po-
tential targets.

Giving in to the terrorists' demands is alsdikely to remove the threat because, as one derizandn-
ceded, additional demands will be put forward. Eigree shows that terrorists become addicted tio life
style and the only effective counter is to stahen of publicity and increase the risks to them.

5



This presents a dilemma for a democratic ap@rernment. It is unable to effectively prohibitiyliaity of
terrorist outrages, and the news media has sh®eti ib be incapable of self-regulation. In fabe nhews me-
dia appears to need disasters as much as theigeisadriven to cause them. The public are nalyraluctant
to travel to an area where they risk being shdtl@wn up. The terrorist is therefore winning.

If this situation continues, the risk increm$®cause the terrorist is encouraged to continde@expand
his campaign. He will also win if a government isven to introducing oppressive measures, becansther
objective is to destabilize the government by mgkirunpopular.

A democratic government is left with limitetaices. A significant increase in spending on poganeas-
ures, to reduce the terrorist threat, will take mpifrom other areas of government spending, orltr@sun-
creased taxation.

Neither situation is welcome, or desirable, &llgovernments take some action of this natlihés results
from subjective and emotional judgement in respaogriblic concern generated by emotional, andhdftac-
curate, news reporting. A greater proportion obrueses may be devoted in a vain attempt to halorist
bombings in cities, than is devoted to reducinghliead injury caused by motor accidents and firéerorist
bomb exploding in a city, or being found and defugetime, will be a major item on national news fakal
road accident, or injury in the home, is unlikedyatchieve the same level of news coverage. Probabyycov-
erage will be restricted to a few lines in a lowcalation local newspaper. However, the risk toitigividual
from road and domestic incidents will be considerajseater than those resulting from terrorist @i The
financial impact of any terror attack may be refalty small but the psychological impact will be ydiigh.

3.5 News Media Impact

The impact of the news media on risk analisisequently to distort the process. If risk arsidydepends
on news, and responds only to that, it will be b®uperficial and a reactive process. Inevitatdyys is only
available after the event has begun. If the eveatsdot directly affect the enterprise, it may faevinforma-
tion which should be included in the analysis pescéf it does directly affect the enterprise, #ynbe too late
to consider because it may already have inflictedl fdamage.

3.6 Policing

The public also have a part to play in actiafeating threats such as terrorism. No policegfas able to
dedicate the resources necessary for the prevesiti@nrorism. The news media have more resourcasiver-
tise the terrorist than police agencies commandfopolicing duties. Therefore, a police force deall the
help it can get. Unfortunately, police forces hasene communications difficulties with the public.

The British policeman was internatiopddimous for his good natured common sense, couated re-
liability, to the extent that a book by a Jewisfugee from Nazi Germany was titled "And the Polieem
Smiled", because the refugee had never before iexjped a policeman who was there to cheerfullyeserv
rather than to grimly control. British police shduherefore have the best prospect of reliable conication
with the public. At the other extreme, some pofmees revel in the projected image of storm traspand
may expect a less enthusiastic relationship wighptliblic.
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